Adding a Spam Filtering Rule to OWA

1. Using a web browser such as Internet Explorer, Firefox, Safari, or Chrome

a. Go to the MacMail login page at https://macmail. mcmaster.ca

b. Ensure that you are not logging in to the light version of OWA — if
necessary, uncheck the box circled below

Microsoft*

Outlook'Web App

Security ( show explanation )

This is a public or shared computer

© Thisis a private computer
Warning: By selecting this option, you confirm that this
computer complies with your organization's security

policy.
@ght version of Outlook Web App
User name:

Password: ||

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.

c. Log in to MacMail



2. In the upper right corner, click Opti

ons > Create an Inbox Rule...

Options

Set Automatic Replies...

*) Find Someone

Create an Inbox Rule...

Options...

Select a Theme
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3. Click the down arrow beside New
Outlook' Web App
Mail 5 Options
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Groups
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...and click Create a new rule for arriving messages

&y New... - [F] Details X v | &

Move messages from someone to a folder...

Move messages with specific words in the subject to a folder...

Delete messages with specific words in the subject... |

2
2
£, Move message sent to a group to a folder...
X

4. The following window appears. Click More Options...

ece = NewinboxRue
@  https://macmail.mcmaster.ca/ecp/RulesEditor/NewInboxRule.aspx?pwmcid=4&ReturnObjectType=1 »e | v ebay
New Inbox Rule w
*Required fields
Apply this rule...

* When the message arrives, and:
Select one -’

Do the following:
Select one = |

More Options...

v Save | ¥ Cancel




5. Select... It includes these words, and... in the message header

New Inbox Rule

*Required fields
Apply this rule...

* When the message arrives, and:

Select one -

Select one

in the subject...

in the subject or body...
It's marked with » | in the sender's address...
It's » | in the body...

Its size is within the specified range... o tho cocioion c
in the message header...

It's received within a specific date span...

[Apply to all messages]

6. In the next window, type the following phrase exactly, including all upper
and lower case letters, dashes, colon, and one space between the colon
and the word “YES”:

X-Spam-Flag: YES

' Specify Words or Phrases X

Edit Remove

X-Spam-Flag: YES -

OK Cancel



...click the green + sign

' Specify Words or Phrases

Edit Remove

X-Spam-Flag: YES

OK Cancel

...then click OK

' Specify Words or Phrases

Edit Remove

Type words or phrases here P

X-Spam-Flag: YES

Cancel



7. Under Do the following, select Move, copy, or delete, then Move the
message to folder...

New Inbox Rule
*Required fields
Apply this rule...

* When the message arrives, and:
It includes these words in the message header... v 'X-Spam-Flag: YES'

Add Condition

Do the following:
. Select one

. Move, copy, or delete

v cooayrc

Forward, redirect, or send
Add Exception

| Stop processing more rules (What does this mean?)

Name of rule:
Header contains 'X-Spam-Flag: YES'

J/ Save | X Cancel



8. In the next window, select the folder you want the mail to go to, i.e.
Junk E-mail ...and click OK

. Select Folder x
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9. Click Save.
New Inbox Rule @
*Required fields
Apply this rule...

* When the message arrives, and:
It includes these words in the message header... - 'X-Spam-Flag: YES'

Add Condition

Do the following:
Move the message to folder... -l Junk E-mail

Add Action

Except if:
Add Exception

Stop processing more rules (What does this mean?)

Name of rule:
Header contains 'X-Spam-Flag: YES'

X o




